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Abstract

The use of random numbers in small microcontrollers can be very useful and fun in robotic programming to yield different behaviors from the same robotic-control program. Due to the limited memory, the lack of floating-point math capabilities, and the limited size of integers in some microcontrollers, the practical implementation of a software-based random number generator for a microcontroller is difficult. This paper looks at the generation of random numbers, and compares a variety of implementat

Introduction

The topic of random number generation can be divided into two categories: true random number generation and pseudo random number generation. With true random number generation the next random number generated is not known, and the sequence of random numbers cannot be re-generated. With pseudo random number generation, a sequence of “random numbers” is generated using a known algorithm, and the exact same sequence can be re-generated; hence the classification of pseudo. For software-based systems, it is very desirable to use a pseudo random number generator to be able to test the software system with a repeatable set of random numbers, so you can re-run a test with the exact same random numbers being used. Also, with a pseudo random number generator that has been formally evaluated, you can be sure of the attributes of the resulting sequence of random numbers.

Attributes of a good RNG are discussed and detailed in the paper, resulting in testable criteria for evaluating various RNG algorithms.

Hardware Methods

A true random number generator can be implemented in hardware using a white-noise[1] source. In [2] and [3] a hardware circuit is detailed which is used to generate random numbers using a pair of transistors. In [4] another hardware-based random number generator is discussed. While quite useful in many robotic applications, a hardware-based random number generator is out of the scope of the focus of this paper.

Approaches

I investigated two different approaches to implementing a simple random number generator for the 68HC11; a table-based method and an equation-based method. The table-based approach uses a table of 128 selected values and generates a sequence of 16,384 values. Figure 1 shows a set of values generated from a table-based algorithm. Value pairs were plotted in XY space to see if patterns were seen. The lines are the window averages for 128 (blue), 32 (purple) and 8 (red) values.
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Figure 1. Pairs of number from table-based sequence plotted, along with average window values.
An equation-based method uses a seed value, and for each random number this seed value is used in an equation to generate a new seed value and also the random number. In the case of our 8-bit random number generator we want the seed value to be larger than the 8-bit number returned since an 8-bit seed value will allow at most a cycle of 256 values. A classic equation for generating random numbers[5] is:

unsigned long seed ;

...

seed = 1664525L * seed + 1013904223L ;

A generic equation is in the form:

seed = multiplier * seed + adder ;

For the 68HC11, 16-bit numbers are used for the seed, multiplier, and adder values. The 8-bit number used for the next number in the sequence is the high 8 bits of the newly calculated seed. A program was written to search for sets of multiplier and adder values that satisfied the documented attributes for a good RNG. 

Conclusion

Random number generation was discussed, specific RNG algorithms were tested, and 68HC11 code was presented that produced a good sequence of pseudo random numbers. Quantifiable and testable attributes were generated and used to find candidate sequences of pseudo random numbers.

Notes:

The paper will include details of the attributes used to evaluateRNG sequences. I am currently searching the multiplier/adder values for good sets that generate good sequences of numbers. I am fine-tuning the criteria for goodness to help locate a superior RNG sequence and algorithm. The paper will also include well-documented 68HC11 code that implements the best RNG algorithm I find, along with code to test the 68HC11 RNG. My research is progressing well and I expect to have all of the 68HC11 code and testing done, as well as the paper documenting the results, completed within the next 6 weeks.
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